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Formy zajec¢

Forma zajeé Liczba godzin w semestrze Liczba godzin w tygodniu Liczba godzin w semestrze
(stacjonarne) (stacjonarne) (niestacjonarne)

Wyktad 30 2

Laboratorium 30 2

Cel przedmiotu

- familiarizing the student with cryptographic algorithms and protocols
- development of skills in the use of information security procedures
- familiarizing the student and shaping the skills of defining and applying security policy in company

Wymagania wstepne

Computer networks

Zakres tematyczny
Information Safety. Definitions. Infrastructure. Security models.

Liczba godzin w tygodniu
(niestacjonarne)

Access to the system. System access control. User access management. Range of the user responsibility. Risk estimation and management.
Cryptography. Symmetric algorithms (DES, 3DES, AES, Twofish, RCx family, Serpent, Mars) and asymmetric (RSA, DH, EIGamal, EC). Cryptographic protocols. Public key
cryptography. Hashing functions. Electronic signature and its verification. Certification of devices and users. PKI architecture. Other services using cryptography. Quantum

cryptology.

Forma zaliczenia

Zaliczenie na
ocene
Zaliczenie na
ocene

Security of teleinformatic systems and networks. Types of attacks. Firewalls (IDS and IPS). Physical security. Alarm systems. Protection against electro-magnetic

eavesdropping - TEMPEST standard.
Security policies. The role and tasks of the security administrator.
Industrial safety.

Metody ksztatcenia

lecture: conventional lecture, discussion

laboratory: laboratory exercises

Efekty uczenia sie i metody weryfikacji osiggania efektéw uczenia sie

Opis efektu Symbole Metody weryfikacji
efektow

knows the rules for protection of classified information, in particular physical ® sprawdzian

protection and electromagnetic

understands the problems related to industrial security sprawdzian

Forma zajeé

® Wyktad

® Wyktad
® Laboratorium


https://wiea.uz.zgora.pl/
https://wiea.uz.zgora.pl/
https://wiea.uz.zgora.pl/

Opis efektu SymboleefektéwMetody weryfikacji

knows the characteristics of cryptographic algorithms and protocols and hashing
functions

is capable of choosing cryptosystem parameters in order to mantain prescribed
functions in data protection

has knowledge of applications and threats of electronic signature

Student knows the structure of the protection division in the organizational unit
(enterprise), understands the tasks of employees of the protection division

Warunki zaliczenia

obserwacja i ocena aktywnosci
na zajeciach
sprawdzian

dyskusja

obserwacja i ocena aktywnosci
na zajeciach

sprawdzian

obserwacja i ocena aktywnosci
na zajeciach
sprawdzian

sprawdzian

Forma zajeé
¢ Wyktad
® Laboratorium

® Wyktad

® Laboratorium

® Laboratorium

¢ Wyktad

Lecture - the condition for passing is to obtain positive grades from the knowledge tests in the written form, carried out at least once per semester

Laboratory - the condition to pass is the realization of at least 80% of the planned exercises
Components of the final grade = lecture: 50% + laboratory: 50%
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